Accounts Stolen from Data Breaches 2011 — today
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* Cyber Attacks are Real, are Severe, and
are Increasing

— Loss of control systems
— Loss of organizational function

— S$6 trillion estimated damage by 2021

* NotPetya Malware - $10 billion

- Th e GO vernmen t was d ea d . ” Minister of Infrastructure Ukraine

— “I saw a wave of screens turning black.
BIaCk, bIaCk, bIaCk, bIaCk, black.” Maersk Employee
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Sources: CPO, Forbes, Wired.






Appropriate implementation and management of barriers mitigates risk

Compromised

External Internal Operating People
Perimeter Network System




Leadership requires personal commitment before you can build workforce commitment

| believe it is
the only way

| feel strongly

about it Spiritual

| understand
its importance

| do it to satisfy

my boss Intellectual

| do it to keep
my job

«—— Compliance | Commitment —



Fortification Key Focus: People

This September, Click gets real.

* People are our last line of defense

“One Click” video series
— Professionally produced videos

* MS Outlook
- B, iy 0 W — Safe senders / suspicious email
September 11" | 18% | 25% | October 2™ | 9t
* Mock Phishing

— Multiple failures = internet revoked
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Incident Management Team
Incident
Commander
Operations
Section Chief

Planning Logistics Finance
Section ChiefjjillSection ChiefjjilSection Chief

Cyber Business Response Team

.
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 Formal team established to
support recovery from
cyber event

 Modeled after safety
incident management team

* Objectives:

— Preparedness
— Containment
— Enablers
— Recovery
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